PSYCHOLOGY AND THE LAW

David Leatherberry

thrhcr working in a private practice, outpaticnt dlinic
or an acutc psychiatric hospital, mental health provid-
crs should be aware that they could be subject to sub-
stantial penalties for failing to prevent the unauthorized access of
patient medical information. Under two new companion bills that
went into cffect on January 1, 2009, merely failing to prevent the
unautherized access of confidential patient informarion, regardless
of whether that informarion is subsequently used or disclosed, may
subject the health carc provider who is responsible for protecting
that informartion te liability:

Following a year of highly cnergized media attention to the cmo-
tional melidown of Britney Spears and her brush with involuntary
civil commitment and conservatorship proccedings, California legis-
lators have moved to close the gap in privacy laws with respect to so
called “snooping,” According to the legislative findings published in
support of two new companion bills, breaches in medical confidential-
ity by staff at health care facilitics have become increasingly common.
Statistics provided by the California Department of Public Health
("DPH") based on investigations done in response to media reports,
and cited by the authors of the two bills, demonstrate thar more
than 120 workers at the University of California, Los Angeles Medical
Center viewed celebrity medical records and other personal informa-
tion without permission between January, 2004 and June, 2008, One
individual breached medical record confidentialicy 939 times.

According to onc media report published in the Los Angeles Times
(Ornstein, 2008) huspita] staff at the UUCLA Medical Center often
“pecked” Into the medical records of prominent paticnts including
celebritics and political figures, and at times cngaged in spying into
the medical records of other hospital employees. In onc such in-
cident that resulted in a DPH investigation, a nurse accessed the
psychiatric records of Mariah Carcy, and asked the pop singer for an
autograph which she later showed to tecnaged patients in the hos-
pital. Other episodes of “pecking” reported by the Los Angeles Tines
included access by employees into the medical records of Britney
Spears, Tom Cruise, Maria Shriver, Farah Fawcett and the former
Beatle star, George Harrison.

In addition to these findings, the DPH found 349 privacy breach-
es affecting 5,235 patients, and also concluded that despite the 1996
enactment of the federal Health Insurance Porabilicy And Account-
ability Act (HIPAA), hospitals and other health carc organizations
were frequently using patient medical information for fundraising
cffores without their patients’ permission.
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Existing California law governing the privacy of medical informa-
tion is controlled primarily by HIPAA, and the statc’s Confidential-
ity of Medical Information Act (CMIA). Under these two legislative
frameworks, a covered health care provider is prohibited, with cer-
tain cxceptions, from using or disclosing protected health informa-
tion without consent. However, prior to the recent enactment of the
WO NCw compan'lon bills, Senate Bill (SB) 541 and ﬁsscmb])r Bill
(AB) 211, the penalty for allowing access to such information by
someonc having no legitimate medical purposc was left unclear.

5B 541, authored by State Scnator Elaine Alquist, requires health
facilitics, including acutc carc hospitals, psychiatric hospitals, skilled
nursing facilities, clinics, hospices and home health agencies to pre-
vent unauthorized or unlawful access, in addition to the unlawful
use, or disclosure of a patient’s medical information. “Unauthorized”
means any inappropriate access, revicw, or viewing of patient medi-
cal information without a dircet need for medical diagnosis, treat-
ment or other use permitted by law. While not specifically stated in
the bill, such other uses “permitted by law,” would incdlude access of
paticnt information for billing and reimbursement purposes, as well
as any other cxception sct forth in the CMIA and HIPAA.

5B 541 provides that the DPH may asscss an administrative pen-
alty of up to $25,000 per paticnt, and up to $17,500 for cach sub-
sequent access, usc or disclosurc of that information. As a result, a
single unauthorized “viewing” of a paticnt’s medical information by
an cmployce or any other individual — regardless of whether that per-
son intends any harm - may subject the licensed entity to a penalty
of $25,000, in addition to $17,500 for each disclosure that results
from that vicwing. The law docs not require that cach disclosure
be from the offending person. Thus, if an employce views a record
without authorization and tells two friends, and those friends tell
two fricnds, cach disclosure is a scparate occurrence. Assuming cach
disclosure comes to light, the licensed facility could be potentially
liable for $130,000 stcmming from a singlc “pcck.”
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The bill also requires licensed entities to report any unlawful or
unauthorized access, usc or disclosure of a patient’s medical infor-
mation within five days of discovery to both the DPH and the af-
fected paticnt or the patient’s represcntative. Failure to report may
result in the DPH asscssing a penalty of $100 daily unil the report
is made, up to a combined maximum penalty of $250,000. While
the $100 daily penalty may not itself scem significant, failure to re-
port may have a substantial financial impact in that the DPH has
substantial discretion based on evidence of a provider’s cooperation,
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and will usc the fact that a violation was sclf-reported as a mitigating
circumstance to reduce any penalty that may be assessed. Adminis-
trative regulations describing the implementation of AB 211 have
not yet been drafted, and will not be available for at least six to nine
months.

The intent of the new legislation 1s to increase the burden on
those responsible for protecting paticnt information so that they
will employ appropriate safeguards including administrarive, tech-
nological and physical barriers that guarantee an individual’s right

to privacy. Thercfore, psychologists

law, and history of compliance in as-
scssing any penalty. If a provider fails
to report the discovery that a record
has been accessed without authoriza-
tion, the DPH may usc that failure as
a push factor to incrcasc the overall
penalty in addition to the penalty of
$100 per day.

While SB 541 itsclf does not apply
to psychologists in privatc practice,
AB 211 creates a scparatc agency that

Policies should clarify that
accessing patient information
without a legitimate medical

or other lawful purpose is a
violation of employee policies and
may constitute a violation of law.
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will have the ability to imposc simi-
lar administrative penaltics against
any health carc provider, including psychologists, not covered by
SB 541. Authored by Assemblymember Dave Jones, AB 211 cre-
ates the Office of Health Information Integrity (OHII) to enforce
the CMIA, and impose administrative fines against all providers of
health care not covered by SB 541 regardless of whether the provider
is licensed. As with its companion bill, AB 211 requires a provider
of health care to safeguard patient medical informarion from un-
authorized or unlawful access, use or disclosure, using appropriate
administrative, technical and physical barricrs. The bill effectively
clarifics the CMIA to include unauthorized access, and provides a
streamlined mechanism for enforcement that did not occur under
the legislative framework originally provided by the CMIA. Under
AB 211, the OHII will 'ln'\-'cst'lgatc referrals from the DPH, and as-
scss administrative fincs as provided by the CMIA. Such fines may
range from $1,000 to $250,000 in extreme cases. In assr.ss]ng fines,
the OHII will consider whether the defendant provider made a rea-
sonable, good faith attempt to comply with the law; the naturc and
scriousness of the misconduct; the harm to the patient; the number
of violations; the persistence of the misconduct; the length of time
over which the misconduct occurred; the willfulness of the miscon-
ducr; and the defendant’s assets, liabilities and net worth., While AB
211 does not require sclf-reporting, as is required by SB 541, the
persistence factor in determining the penalty suggests that while a
psychelogist in a private practice need not report the discovery of
unauthorized access to the OHII, the psychologist needs to take im-
mediate steps to remedy it.

CalOHII intends to have an official state reporting form for the
reporting of privacy violations under AB 211. The form is only in its
draft phasc. In the mecantime, reports may be made by phone to Alan
Zamansk}r ar CalOHII, (916) 651-6907. While indi\riduau:,r practic-
ing psychologists falling under AB 211 arc not required to report
discovered privacy violations, CalOHII encourages sclf-reporting,
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chologists should consider whether
their policics and procedures limit ac-
cess to thosc persons - and at only those times - where access is for
a legitimate medical or other lawful purpose. Thus, a policy allow-
ing a receptionist, or temporary agency employee to have access to
patient records at their discretion may subject a health care provider
to liability under cither SB 541 or AB 211. Appropriate policics and
procedures should address physical barricrs, such as the usc of sccure
storage areas and locking cabinets, as well as technological barriers
such as identify verification, auditing of user activity, and lock-out
mechanisms to prevent the unauthorized viewing of clectronic in-
formation. Policies should clarify that accessing patient information
without a legitimate medical or other lawful purposc is a violation of
cmployce policics and may constitute a violation of law.

While the imposition of fines against the health care provider may
occur based solely on the showing of unauthorized access without re-
gard to whether the access was malicious, the amount of any penalty
may be reduced based on a varicty of factors including whether the
defendant made a good faith attempt to comply with the law. As a
matter of prudent practice, therefore, it is important to have appro-

priatc policics and procedures in place. ]
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